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Copyright

Copyright (c) 2001-2005 Rocket Divison Software. All rights reserved. No part of this
publication may be reproduced, stored in a retrieval system, or transmitted in any form or by any
means, electronic, mechanical, photocopying, recording or otherwise, without the prior written
consent of Rocket Division Software.

Trademarks

StarPort, StarWind are trademarks of Rocket Division Software, which may be registered in
some jurisdictions. Their respective owners own al other trademarks.

Changes

The material in this document is for information only and is subject to change without notice.
While reasonable efforts have been made in the preparation of this document to assure its
accuracy, Rocket Division Software assumes no liability resulting from errors or omissions in
this document, or from the use of the information contained herein. Rocket Division Software
reserves the right to make changes in the product design without reservation and without
notification to its users.

Rocket Division Software Technical Support and Services

If you have questions about installing or using this toolkit, check this document first - you will
find answers to most of your questions here. If you need further assistance, please contact us. We
offer the following support and information services:

For technical support (answers to technical questions, information about the Rocket
Division Software products) please check our Internet site at www.RocketDivision.Com

For salesinformation please contact us directly at Sales@RocketDivision.Com
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| ntroduction

About snapshots

Rocket Division StarWind enables to create snapshots of the iSCSI volumes. Snapshot volumes
are point-in-time copies of primary storage volumes. When creating snapshot volumes, the
primary volumes continue to be available for production operations, while the snapshot volumes
are used for offline operations such as backup, reporting, testing, and more. This results in
improved backup operations, data reporting, application testing and many other day-to-day
operations.

Snapshots can also be used to create frequent and regular copies to protect against data loss
caused by software errors, user errors and viruses. If one of these events occurs, data recovery is
accelerated though rapid restore from disk-based snapshots, avoiding the need for lengthy tape
restore. Shortening the time between snapshots volume creating helps reduce the recovery point
objective and decreases the window for data | oss.

This document gives you step-by-step instructions on enhance data protection using Star Wind
snapshots.

Figure 1. Snapshot enables on-disk backup for instant filerecovery

IBVolume plug-in
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IBVolume is the Rocket Division StarWind plug-in that enables to create and manage iSCSI
volumes with snapshot functionality. | BV olume plug-in supports the following features:

Incremental backup;

Optimal usage of disk space by allocating space only for data that has been changed;
Snapshots support;

Volume cloning.

Operation modes
The IBVolume plug-in can operate in one f the following modes:

Growing Image creates a basic volume that allocates as much disk space as it is
required for data storage. This option does not include snapshot and recovery support.
The Growing Image volumes use single journal for al sessions. This mode is
suitable for creating large disks with good usage of physical disk space.

Incremental Backup Volume adds automatic backup to the basic functionality of
Growing Image. The Incremental Backup Volume uses new journa for each
session. A new snapshot will be created according to the time period specified in
Period field. It's good for creating snapshots and backups. Manual snapshot are also
supported.

Auto-Restored Snapshot. When this value is set for Operation Mode all changes
written to the | BV olume device during an initiator session are discarded by the end of
that session. In result, when the next session is created, it accesses a “blank”
IBVolume device.

Read-Only image. In this mode IBVolume images cannot be modified so that all
initiators have read-only access.
Creating an IBVolume device

1. Launch the Star Wind console by selecting Start->All Programs->Rocket Division
Softwar e->Star Wind->Star Wind.

2. After the console is launched its icon appears in your tray-bar. Double-click the icon
with the right mouse button or single-click it and select Start M anagement.

3. Click the desired host (computer) with the right mouse button and select Connect.
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4. You will be prompted to enter login and password. Default ones are: test, test. You
can change them later.

5. When you successfully connected, select Add device from the Device menu.

6. Inthe appearing wizard in the device type selection choose | BV olume device.
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7. Click New image to create a new image.

8. Select Create IBVolume image on the appearing page of the IBVolume device
creation wizard.
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9. Just to create a new |BVolume image specify its name and size. A new image with
this name will be created after clicking Next. Advanced users can optionally specify
sectors per extent number value and an alternate directory where 1BV olume journals
will be stored.

Extent size is a number of sectorsin ajournal block. The more sectors are in a block, the
less size of a map file (*.ibvm) is, but more sectors need to be written to journals if a
single sector is changed. That's why performance is going down with increase of the
extent size parameter.

On the other hand, usage of small extent sizes leads to rather large map files that consume
much disk space, but journa files (*.ibvd) increase not so quickly and overal
performance is better as less number of sectors are involved into the journaling process on
changing a single one.
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10. At this stage a new image file has been created.

11. Now, asyou have created the image, select type of the device operation and other
options. Specify the time period to create snapshots.
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12. Choose name of the target under which the device will be known to the initiators
connecting to Star Wind through network.
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13. Check if all the parameters are correct. Click Back if some changes are required.
Click Next to continue.

14. Click Next to proceed to the final page with information about the recently created
device. Click Finish to close the wizard.
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Connecting to thetarget

1. Launch Microsoft iSCSl initiator by selecting Start->All Programs->Micr osoft
ISCSI Initiator-> Microsoft iISCSI Initiator.

2. Switch to the Discovery tab. Here you can specify the computer with installed
StarWind or iSNS server. Click Add.

3. In the appearing dialog box type the IP address of the computer with installed
Star Wind and port of that machine.
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4. Inthe appearing dialog box type the | P address of iSNS server.
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5. Switch to the Tar gets tab.
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6. Select the deviceand click Log On.
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Working with the connected device

When a StarWind disk is ready, it appears as a new disk device on the initiator host. Before a
new disk can be used, you have to initialize and format it.

1. Launchthe Computer M anagement console.
2. Select Disk Management.

3. Follow the Wizard to initialize the new disk. Use the default Windows settings. In
such case the disk will beinitialized as a basic one.
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4. Select the new disk and click Next to start disk initialization.

5. When prompted to convert the disk to dynamic, reject the proposition. Keep the disk
asabasic volume.
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6. Click Finish to closethe Wizard.

7. After the Wizard completes initialization, click at unallocated space with the right
mouse button and select New Partition. Follow the instructions of the wizard to create
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an NTFS partition for using it as a quorum disk. Use the default Windows settings.
(The default settings are sufficient for most environments.)

Creating a Snapshot
1. Runthe Start Management console.

2. Click the IBVolume device with the right mouse button and select Cr eate Snapshot.
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3. Specify snapshot name and click OK .

4. You will seethefollowing message. Click OK.
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| nstant File Recovery

Recovering files from on-disk backup is quick and easy. There are a few ways in which a user
can restore files on a StarWind Disk. The first option is to restore individual files selectively.
Another option is to revert the whole StarWind Disk to a previous snapshot. Restoring a file
from a previous snapshot is used in cases when the number of files to be restored is small. The
other, more drastic, approach is suitable for cases when a large number of files or the whole
volume needsto be restored.

Restoring Individual Files

1. Select the Add devicein the Device menu.

2. Inthe appearing wizard in the device type selection choose | BV olume device.
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3. Pressthe ... button. Specify the snapshot, which you have created before.
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4. Specify device parameters.

5. Choose name of the target under which the device will be known to the initiators
connecting to Star Wind through network.
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6. Check if al the parameters are correct. Click Back if some changes are required.
Click Next to continue.

7. Click Next to proceed to the final page with information about the recently created
device. Click Finish to close the wizard.
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Connecting the device

8. Launch Microsoft iSCSI initiator.
9. Switchtothe Targetstab and click Refresh.
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10. Select an appropriate target and click Log On.
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11. Click OK.
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12. At this point, the snapshot appears on the initiator machine as another local disk
device. If the new disk device doesn’t have the volumes mounted with a drive letter, use
Disk Management to assign it a drive letter. The new drive should now appear in
Windows Explorer. From here, copy the necessary files from the snapshot drive and
paste them into the original drive. The files are now restored to the condition before the
snapshot.

13. For cleaning up disconnect the target from initiator, then return to the StarWind
machine and remove an appropriate target.

Restoring StarWind Disk

In such cases as a virus attack that caused a lot of data corruption on the StarWind Disk,
reverting the whole Star Wind Disk is the best option. This section describes how to roll back a
StarWind Disk to a previous snapshot.

Snapshot can be used to create a new IBVolume image. In this case al data stored in the
snapshot will be shared with the new 1BV olume image, but any changes of the new volume will
be stored separately.

1. Launch Microsoft iSCSI initiator.
2. Switch to the Targets tab.
3. Select atarget, which you wish to disconnect, and click Details.
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4. Inthe appearing dialog box click L og Off.
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5. The target becomes inactive (disconnected).
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6. Follow the same steps while connecting another target.
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Removing targets from StarWind

1. Runthe Start Management console.
2. Select the target, which you wish to remove.
3. Pressthe right mouse button and select Remove from the popup menu.
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Adding a new target to StarWind

1. Runthe Start Management console.

2. Click localhost with the right mouse button and select Add Device from the popup
menu.

3. Select adevicetype.

4. If Clone IBVolume Image is selected then a snapshot can be used to create a new
IBVolumeimage. In this case all data stored in the snapshot will be shared with the new
I BVolume image, but any changes of the new volume will be stored separately.
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5. Select cloning options and specify parameters.

6. Specify existing snapshot name.
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7. Specify new image name.
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8. Specify directory where journals are created.
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9. After you press Next button the resulting message will appear. Click Finish.

10. Select type of the device operation and other relevant options.

11. Choose name of the target under which the device will be known to the initiators
connecting to Star Wind through network.
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12. Check if all the parameters are correct. Click Back if some changes are required.
Click Next to continue.

13. Click Next to proceed to the final page with information about the recently created
device. Click Finish to close the wizard.
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While cloning you should remember 8-digital clone version number and then to delete all the old
volume journal files, the number of whichislonger, manually.

You may aso delete al the files *.ibvm for the old volume, only *.ibvd with numbers are
necessary <= clone version numbers.

It's recommended to keep each volume journals in a separate directory in order to have a fewer
difficulties.

Warning: auser should realize the risk of accidental removal of the necessary filesin this
ver sion and should create a backup before emptying.

Connect adevicein theinitiator.
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It's necessary to do creating and copying in order to get a new fast compressed image. Then
changes data from all the journas will be copied into a new volume and the old one may be
completely deleted.

November 28, 2006 Rocket Division Software



Rocket Division Software
HOWTO Series

Click New image.

Select Create ibvolume image.
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Specify new image name.

November 28, 2006 Rocket Division Software



Rocket Division Software
HOWTO Series

Select “ Create based on existing image” and specify existing snapshot name.
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After specifying click Next.

The image was created, click Finish.

Specify target name and click Next.
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After specifying click Next.
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The device was added, click Finish.

Now all the filesfor the previous volume may be del eted.

Warning: auser should realize the risk of accidental removal of the necessary filesin this
version and should create a backup before emptying.

To remind the meaning of each file:
*.ibv — the volume header;
* .ibvm — the sectors map of the volumes (session)
*.ibvd —the file that contains the changes list;

*.ibvss — the snapshot header. A snapshot uses a single sectors map and several
journals

Connect adevicein theinitiator.
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Working with the IBVolumeV SSM odule

Mare sure that the Volume Shadow Copy service is running. If it is not running, open the
services panel and specify Automatic asthe Startup Type. Restart the computer.
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Install VSS Support module.
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The operations that you need to perform to create a snapshot are described below:

Specify the snapshot name.
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